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INTRODUCTION

At F-Secure we care deeply about the security of your data 
and identity.

This guide aims to provide comprehensive and effective tips 
to protect your portable devices against tampering, a threat 
which unfortunately becomes more relevant to a wider 
audience in today’s cybersecurity threat landscape.

In particular, this document focuses on the so called “evil 
maid” class of attacks.

This rather catchy name was first introduced1  by Joanna 
Rutkowska in 2009 to identify the class of attacks 
that can be mounted locally, with physical access, on 
unattended equipment.

The typical example scenario is represented by an attacker, 
the “evil maid”, capable of tampering with the victim laptop 
while left unattended in a hotel room.

The “evil maid attack” however represents any form of 
physical tampering, regardless of the opportunity and 
location of the attack, aimed at obtaining either persistence 
on the victim equipment for future remote access, or 
immediate extraction of the desired data, such as the hard 
disk contents.

Often these attacks target the interaction between hardware 
and software design aspects or specific vulnerabilities.

While the “evil maid attack” represents a very specific threat 
with limited opportunity for exploitation (e.g. physical 
access), its impact can be profound.

It is therefore essential to understand what you can do to 
protect against this threat, and increase the overall security 
of your portable gear.

1 http://theinvisiblethings.blogspot.it/2009/10/evil-maid-goes-after-truecrypt.html

http://theinvisiblethings.blogspot.it/2009/10/evil-maid-goes-after-truecrypt.html
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AN EXAMPLE ATTACK

You are in your hotel room, working on highly confidential 
product specifications, which you are developing as part of 
your new company strategy. The specifications document 
cannot leak as this would give an advantage to competitors 
that might quickly put your company out of business.

However, you are confident in the strength of your 
account password, your hard disk encryption and your IT 
department’s configuration of your laptop.

Your hard work paid off and the product specifications draft 
you have been working on is finally ready. It is now time to 
go out and enjoy some good food and sightseeing.

You shut down your laptop, to ensure that the encrypted 
drive is locked down and that your account is logged off, 
before you leave for the evening. While you are away, a 
competitor spy easily unlocks your hotel door with an old 
fashioned magnetic stripe clone, and quickly gets their 
hands on your laptop.

The spy powers up your laptop and quickly enters the 
“Intel(R) Management Engine BIOS Extension (MEBx)” 
menu by pressing CTRL+P. In almost every case this menu 
has the default “admin” password set2, which is different 
than the standard BIOS one sometimes provisioned by the 
IT department. In the unlikely case that a password is set, 
the spy can try and remove the CMOS battery, wait a few 
seconds before putting it back, and start fresh with the 
password being reset.

Once in the Intel ME menu the spy provisions the Intel 
Active Management Technology (AMT) feature, granting 
VNC style remote access.

The remote access allows the spy to use your computer 
as if they were sitting in front of the laptop, while you are 
accessing the computer and logged in.

Now the spy can see what you see and type as if you were 
typing, effectively bypassing security features such as 
firewalls, account passwords, and disk encryption.

While it is true that you would see a flashing border while 
the spy is leveraging his remote access, the spy is clever and 
waits for you to leave the laptop unattended and unlocked 
while you take a shower.

In those few minutes, the spy can take control of your 
session and exfiltrate every document hosted on the laptop 
through the hotel Internet connection. Additionally, they 
can access your corporate VPN to discover even more 
secrets, or insert their malicious presence even deeper in 
your corporate IT systems.

Sounds too much like fantasy? It can happen, it does 
happen, and it will happen again.

2 https://blog.f-secure.com/intel-amt-security-issue

If you think breaking into a hotel room is 
unrealistic consider that several hotel chains 
still use old fashioned magnetic stripe cards 
which can be easily cloned and/or generated for 
arbitrary room numbers. The same applies to a 
good portion of newer contactless (NFC) cards.

Finally, most hotel locks can be quickly opened 
with just a plastic sheet, wire coat hanger or basic 
lockpicking technique.

F-Secure Cyber Security Services (CSS) provides 
security assessments and red teaming services in 
all such areas to ensure that your property access 
control systems are effective.
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GENERAL RECOMMENDATIONS

The primary focus of most software security features is 
to protect against remote attack vectors (e.g. malicious 
websites, malware). The “evil maid attack” scenario, 
however, changes the attacker perspective as physical 
access to the target hardware is achieved.

The majority of hardware products are not designed 
with physical security in mind, and therefore prone to 
such attacks.

In the end, absolute security against physical tampering can 
never be achieved, even on high security devices such as 
ATMs and Point of Sale devices.

However, in a similar manner to how physical locks, doors or 
bullet “proof” glass are rated, the time and context required 
for a compromise is the most critical factor in assessing 
your threats.

An “evil maid” with unlimited time at their disposal will 
always be successful, but reasonable measures, such as the 
ones outlined in this document, can be taken to ensure that 
in your case the time and effort required to mount a physical 
attack makes it simply unrealistic.
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MITIGATE THE OPPORTUNITY

The first and perhaps most obvious advice is to never leave 
your devices unattended. For completeness this would have 
to include all of them.

However, while keeping a tight leash on your gadgets 
might sound like an easy way to avoid unwanted physical 
compromise by any “evil maid”, it is easier said than done and 
rather unrealistic for bulkier items like your laptop.

At the bare minimum it is highly recommended to always 
carry small peripherals, such as USB flash drives or any other 
pluggable device with a data connection, directly with you 
(such as in your pockets). 

This recommendation goes hand-in-hand with the important 
tip of avoiding usage of any unknown peripheral to prevent 
rogue devices from tampering with your OS.

The classic scenario is the “found” USB drive laying on the 
floor. You plug it in your unlocked user session and, before 
you know it, the seemingly innocent USB drive reveals its 
true nature. The malicious device acts as an automated 
USB keyboard which, faster than the eye, executes a chain 
of keystrokes impersonating you and compromising 
your machine.

Therefore, the dangers of plugging unknown devices should 
not be underestimated. And if care is taken, the opportunity 
for such attacks can be mitigated.
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MAINTAIN UPDATED BIOS AND FIRMWARE

If you are not using an Apple device, chances are that BIOS3  
firmware updates are not part of your regular OS updates. 
This means that many devices are not running the latest 
firmware version.

The start-up phase preceding your main OS boot up allows 
the “evil maid” attacker, who has physical possession of your 
laptop, to attack misconfigurations and/or vulnerabilities 
in the firmware components of your computer before your 
OS configuration has the ability to enforce protection. The 
exposure of DMA capable I/O ports such as Thunderbolt with 
handy connectors allow easy access to physical interfaces for 
such attacks. 

Physical exposure also gives the opportunity for permanent 
modifications as a wide variety of peripherals on any 
computer have re-flashable firmware that often does not 
have any code authentication.

As an example, this concerns the internal controllers 
for built-in webcams, hard drive controllers, keyboard 
controllers and similar devices.

Attacking such devices usually requires a high level of 
sophistication, custom techniques which are highly 

dependent on the target, and more time, effort and complex 
data exfiltration techniques to have a practical impact.

Since the computer cannot run without firmware, we cannot 
mitigate the risks by disabling functionality. It is therefore 
essential to keep track of BIOS and firmware updates for your 
specific gear, and apply them when necessary.

This task requires identifying the relevant support page from 
your hardware manufacturer, and ensuring that the latest 
firmware and drivers are applied.

Unfortunately, not all vendors provide comprehensive and 
easy-to-use support pages to help you quickly identify BIOS 
and firmware updates. The ability for OEMs to effectively 
promote and publish updates has a long way to go, though 
they are catching up. Contact your hardware vendor support 
for information about where to obtain information about the 
latest firmware updates for your device.

Computers exposing ExpressCard slots, 
FireWire ports or certain Thunderbolt 
implementations are inherently vulnerable to 
attacks that allow connected peripherals to 
arbitrarily read and write the host RAM (main 
system memory).

At least ExpressCard and FireWire ports should 
be avoided on devices that require resilience 
against such attacks.

Ensuring that the IOMMU/VT-d set of features 
is enabled in your hardware/OS combination 
is essential to mitigate such attacks, along with 
applying all relevant OS, BIOS and firmware 
updates.

3  While all PCs sold today use the Extensible Firmware Interface (EFI), the more recognized term “BIOS” will be used throughout this text to refer to 

the main platform firmware, regardless of the technology used to implement it.
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ADOPT FULL DISK ENCRYPTION
Ensuring that your hard disk contents are encrypted to maintain their confidentiality is 
essential to mitigate any “evil maid” scenario or, more likely, the loss/theft of your device 
and data.

When your disk contents are not encrypted, an “evil maid” could simply remove the hard 
drive from your laptop to quickly gather, or tamper with, its contents and then put it back.

An attacker with physical access can attempt to bypass full disk encryption (FDE) in several 
ways, so please make sure to implement mitigations against physical access attacks 
to strengthen the protection provided by FDE. Such mitigations include the technical 
recommendations in this paper and should extend to process-level security measures such 
as quickly invalidating passwords and other credentials once a device is deemed tampered, 
stolen or lost.

Useful links:

Microsoft – Bitlocker 
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview 
Microsoft – Bitlocker Countermeasures 
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-countermeasures 
Apple – Use FileVault to encrypt the start-up disk on your Mac 
https://support.apple.com/en-us/HT204837

https://support.apple.com/en-us/HT204837
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ENFORCE SECURE BOOT

The classic “evil maid” attack, reported by Joanna Rutkowska 
in 2009, specifically targets full disk encryption by subverting 
the boot process with malware that steals the encryption 
password while it is being typed.

Indeed, while full disk encryption by itself can be effective 
against data loss by simple theft, in case of  “evil maid” attacks 
which modify the software that is later used by the legitimate 
user, its effectiveness can be undermined.

Additionally, the ability to run arbitrary code at boot can 
also aid “cold boot”4 style attacks that quickly retrieve RAM 
memory contents after a reboot.

It is therefore essential to maintain a so-called “full chain of 
trust” that uses a hardware trust-anchor such as a Trusted 
Platform Module (TPM, a secure crypto processor required 
in most modern PCs) to ensure that every executed piece 
of software, from the very first bootloader up to the OS, are 
authenticated before execution.

Microsoft provides a good and detailed description on the 
measures that the Windows 10 start-up process takes to avoid 
malware injection during the boot phase (see the “Useful 
links” below).

The difficulty in maintaining authentication throughout the 
long and complex boot up procedure often results in security 
flaws that would allow an “evil maid” to subvert the process, 
even when correctly configured. Examples of this can be 
seen in the timeline linked in the info-box below.

To enforce an effective secure boot process and avoid its 
subversion or bypass, it is vital to follow these guidelines:

• set a strong password in your BIOS

• set a strong password for all other available lower level 
menus, such as the Intel(R) Management Engine BIOS 
Extension and any other available ones for your hardware

• maintain updated BIOS and firmware

This helpful timeline of low level PC attacks, 
compiled by Xeno Kovah, clearly illustrates the 
amount of research and results over the past years.

http://timeglider.com/timeline/5ca2daa6078caaf4

Useful links:

 4 https://www.usenix.org/legacy/event/sec08/tech/full_papers/halderman/halderman.pdf

Microsoft- Secure the Windows 10 boot process 
https://docs.microsoft.com/en-us/windows/threat-protection/secure-the-windows-10-boot-process
Apple – About Secure Boot 
https://support.apple.com/en-us/HT208330

http://timeglider.com/timeline/5ca2daa6078caaf4
https://www.usenix.org/legacy/event/sec08/tech/full_papers/halderman/halderman.pdf
https://docs.microsoft.com/en-us/windows/threat-protection/secure-the-windows-10-boot-process
https://support.apple.com/en-us/HT208330


9

SHUT DOWN YOUR DEVICE

The “attack surface” exposed during runtime 
operation of your main OS, as opposed to the one 
exposed at boot before the disk encryption password 
prompt, can be dramatically different.

A fully booted OS typically exposes all available 
peripheral drivers on its I/O ports, such as ones for all 
kinds of USB or Thunderbolt devices.

The variety, complexity and different quality of the 
large number of available drivers result in a vast attack 
surface that can be externally probed by an “evil maid” 
even when a locked user session is in place.

In fact, a locked user session most often does not 
inhibit enumeration, driver loading and operation. 
Thus, an attacker could probably “plug-and-play” a 
device to exploit vulnerabilities in OS drivers.

Additionally, a running OS instance, even when 
locked, is likely to maintain confidential data in its 
volatile memory (RAM), giving the opportunity for 
“cold boot” style attacks upon reboot of the machine.

Finally, a variety of past security issues concern 
the unsafe handling of critical secrets, such as 
the hard disk encryption key, during sleep and 
resume operations.

For all of these reasons it is always advisable to completely 
shut down your laptop when left unattended, rather than 
simply locking the session and/or placing it in sleep mode.

Maintaining a fully shut down state gives less opportunity for 
an attacker to carry out certain classes of hacks.

Our USB armory is designed to run personal 
security applications but we also use it as a 
platform for penetration testing, in particular as a 
low-level USB testing tool.

Several security issues have been identified with 
the USB armory playing the role of misbehaving 
USB peripherals against locked laptops, 
demonstrating the dangers of exposing insecure 
driver code.

In fact, the USB armory is F-Secure CSS’ standard 
penetration testing tool for testing USB ports, 
whether on regular computers, cars or airplanes. 

Link: 
https://inversepath.com/usbarmory

https://inversepath.com/usbarmory
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The so-called “relay attacks” are a relevant threat 
to access control and payment systems.

Vehicle key fobs or access cards can be “skimmed” 
to unlock their target somewhere else. Imagine 
a relay attack against your hands-free car 
key, skimmed from your pocket to relay its 
communication to your parked vehicle.

Point of Sale devices or NFC credit card readers 
can also be maliciously replaced with attacker 
controlled ones, which relay the transaction 
somewhere else.

Careful timing algorithms should be used to 
prevent such attacks, detecting the delay caused 
by the longer communications distance when a 
relay attack takes place.

CAUTIOUSLY APPROACH THE USE 
OF “LIVE” PRIVACY/SECURITY OSES

KNOW YOUR THREAT MODEL

The use of “live” OSes, such as putting Tails on a USB drive 
which runs independently of the permanently installed 
operating system is sometimes promoted as a secure 
practice to avoid potentially compromised systems.

It should be emphasized however that such “live” OSes 
cannot protect against compromised hardware, and that 
their execution usually requires disabling otherwise critical 
security features such as Secure Boot and boot from 
external media.

The most aggressive and definitive “evil maid” attack 
that can take place consists of replacing your entire 
machine with a different one in a manner that maintains its 
external appearance.

Quite simply this would consist of replacing your laptop with 
an identical model, transplanting the external chassis from 
one to the other to maintain its appearance and wear & tear, 
that acts as a “relay” to your original stolen one.

In this sophisticated replacement scenario, you would 
be provided with a malicious laptop that allows you to 
remotely type on and view your stolen laptop, “relaying” 
your encryption key passphrase and allowing the attacker to 
disconnect you once the device is unlocked.

Apart from sophisticated latency controlled 2nd factor 
authentication mechanisms, this attack is ultimately difficult, 
if not impossible, to prevent.

However, a successful relay attack requires a strong motive 
and extensive preparation, making it impractical for 
casual attackers. 

It is important to know your threat model and consider 
attacks in relation to their likelihood.

Additionally, for the wider audience, the usability threshold 
of such dedicated OSes is typically far lower than standard 
operating environments such as Windows or Mac, leading to 
their potential misconfiguration or misuse.

If you feel you are up to the “usability challenge” and 
would like to venture into dedicated secure operating 
system frameworks, avoid “live” OSes and try the excellent 
Qubes OS5 project  instead.

If you consider yourself a potential target always avoid 
leaving your devices unattended or take measures to identify 
any unwanted physical access.

5  https://www.qubes-os.org

https://www.qubes-os.org
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Nobody knows cyber security like F-Secure. For three decades, F-Secure 
has driven innovations in cyber security, defending tens of thousands of 

companies and millions of people. With unsurpassed experience in endpoint 
protection as well as detection and response, F-Secure shields enterprises and 
consumers against everything from advanced cyber attacks and data breaches 

to widespread ransomware infections. F-Secure’s sophisticated technology 
combines the power of machine learning with the human expertise of its world-

renowned security labs for a singular approach called Live Security. 

F-Secure’s security experts have participated in more European cyber crime 
scene investigations than any other company in the market, and its products 
are sold all over the world by over 200 broadband and mobile operators and 

thousands of resellers.

Founded in 1988, F-Secure is listed on the NASDAQ OMX Helsinki Ltd.

ABOUT F-SECURE

www.f-secure.com 


